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Introduction 


Overview of the crime in question 


In 2013 the Federal Bureau of Investigation in the United States arrested Ross William 
Ulbricht for operating the first dark web marketplace for illegal drugs. Ulbricht used his 
knowledge of computer programming to create a web site that was that was similar to many 
online shopping experiences at the time, however this site was explicitly created to enable the 
sale of illegal items. Virtually every kind of illegal drug was available for purchase and would be 
sent by mail to an address chosen by the customer. Many other illegal items were available for 


sale like weapons, fake Identification documents, and counterfeit currency. 


Normally it would be trivial to find the owner of anyone hosting such an illegal site, but a 
new technology called TOR (The Onion Router) enabled Ulbricht to mask the IP address of the 
web server, frustrating authorities that were investigating the website. Additionally, all payments 
on the website were conducted using a new decentralized crypto currency called Bitcoin. Bitcoin 
enabled Silk Road users to circumvent surveilance and control systems built into the traditional 
financial system, and made it nearly impossible to seize funds using methods that the agency had 


previously relied on for decades. 


In this report I will analyze, from an economics standpoint, the decisions, and impacts of 


this crime. 


The significance of this case 


This case is an example of how advancements in technology have impacted the war on 
drugs by giving drug dealers new tools to enhance sales and evade the police. The exploitation of 
TOR anonymizing technology by criminals combined with cryptocurrency, has had an overall 


net effect of increasing the supply of crime, specifically trafficking drugs. 


The notoriety of Silk Road has led to many copycat darknet marketplaces that take 
advantage of the latest advances in anonymizing software and cryptocurrency. Estimates indicate 
that the overall online participation rate in illegal marketplaces has increased significantly since 
Silk Road was shutdown. Clearly online illegal marketplaces will continue to present a challenge 


to law enforcement and may require a different approach from a public policy perspective. 


Due to the impact of technology, it is important to reassess policing strategies as well as 
the overall approach of laws in trying to improve society. Dark web drug sales account for only a 
small market share of the overall illegal drug market, an important point to consider when 


allocating law enforcement resources. 


Some countries, such as Canada, are now moving to a policy of decriminalizing drug use 
and many are also calling for users to have a legal access to a safe drug supply. This changing 
approach in the war against drugs would have a major impact on darknet illegal marketplaces, 
due to drug trafficking being their major source of revenue. However, as governments are 
unlikely to legalize counterfeit currency or fake identification documents, illegal marketplaces 


will continue to have their niche and must be added to the calculus of policing and legislation. 


The purpose of this paper 


An economic analysis of the Silk Road case requires an acknowledgement that although 
the charges brought against Ulbricht were not new, the way in which the crimes were carried out 
did not previously exist. When Ulbricht first created the website there were no sellers and no 
buyers, but over time the technology gained adoption, demand grew, and the website became 


highly lucrative. 


Advances in cryptocurrency, web development frameworks, and cryptographic 
anonymizing software have reduced the time and complexity of creating a Silk Road clone and, 
more importantly, these advances continually lower the barrier for criminals to commit the same 


crime, leading to an increase in the overall supply of the crime. 


The demand for illegal dark web marketplaces has also increased since the fall of Silk 
Road. Ulbricht’s trial exposed the world to a niche website that only a small corner of the 
internet knew existed. Participation in cryptocurrency and the dark web have since increased 


with more people using dark web marketplaces than ever before. 


In this paper I will discuss the so-called criminal mastermind known as Dread Pirate 
Roberts and give an economic analysis of the charges he was imprisoned for. Ulbricht was found 
guilty on seven different charges related to the operation of Silk Road, most of which were 
victimless crimes. After giving a history of the crime, I will give a cost / benefit analysis of the 
crimes from an economics standpoint. I will also analyze the punishment given to Ulbricht and 
compare it with punishments in similar crimes. Finally, I will try to provide policy 


recommendations for dealing with these types of crimes in the future. 


Background story 


What happened and when? A detailed timeline of the crime 


Ross Ulbricht launched the Silk Road website on the Tor Network in 2013 after several 
legitimate, but unsuccessful entrepreneurial ventures including starting a video game company 
and an online bookstore. Ulbricht’s motivation for starting Silk Road was not monetary but 
psychic, rooted in the growing Libertarian movement’s philosophy combined with the anarcho- 
cyberpunk scene that had been growing on the internet and surfacing in the mainstream under 
names like anonymous, 4chan, and WikiLeaks. Ulbricht did not keep his political beliefs secret 


and often would post lengthy articles on Silk Road about freedom and revolution. 


Ulbricht administrated Silk Road under the pseudonym “Dread Pirate Roberts”, a nod to 
the fictional character in the book and film The Princess Bride. The skills he gained working on 
an online bookstore easily transferred to developing and administrating the dark net marketplace, 
however the scale of the operation led him to hire a small staff to help with development and 
running the day-to-day operations. Silk Road had a comment forum that had to be moderated, as 
well as an escrow service that sometimes would require arbitration. The support staff would also 
deal with any disputes or issues with the website and report any problems to Ulbricht. Other 
times users would require technical support with cryptocurrency or with the TOR anonymizing 


software and privacy enabling protocols. (Justice U. S., 2018) 


Throughout the two years of its existence, more than 100,000 people purchased illegal 
goods and services from Silk Road. This new technology was enabling thousands of drug dealers 
to sell their products and, through Bitcoin transactions, launder hundreds of millions of dollars in 


sales. (Justice U. S., 2018) 


The not so dramatic takedown of a million-dollar dark net marketplace 


Agents of the Federal Bureau of Investigation in the United States didn’t take long to 
learn about the dark web marketplace. A simple google search for Silk Road led investigators to 
an account owned by Ulbricht detailing the marketplace on a mushroom growing web forum. 
Ulbricht used the same username across multiple websites including “Bitcoin Talk” forum where 
he had clearly posted his personal email address and had been searching for members to join his 


development team for a bitcoin related project. (Greenberg, 2015) 


In July of 2013, Homeland security intercepted a package containing fake identification 
cards with Ulbricht’s picture and description. Agents questioned Ulbricht about the package but 
ultimately could not file charges against him for the receiving it without any proof he had 
ordered it. Ulbricht had been living with roommates in San Francisco under the fake name Josh 
Terrey and would become the prime suspect in the Silk Road investigation. (Mullin, Sunk: How 


Ross Ulbricht ended up in prison for life, 2015) 


On October 1, 2013, FBI agents arrested Ross William Ulbricht at the Glen Clark branch 
library in San Francisco library and caught him red handed, logged into the Silk Road 
Administrator account, and chatting with an FBI informant (Bertrand, 2015). Shortly after his 


arrest, Ulbricht was denied bail and transferred to New York federal prison. The trial began in 


January 2015 with the prosecutor, Tim Howard, calling Ulbricht “the kingpin of this criminal 


empire” in his opening remarks (Frizell, 2015). 


In his defense, Ulbricht’s attorney Joshua Dratel admitted that he had originally created 
the Silk Road website but claimed that he had transferred ownership to Mark Karpeles, the chief 
executive of the notorious Bitcoin exchange website Mt. Gox. Dratel claimed that Karpeles lured 
Ulbricht back to the website in cooperation with the FBI and to setup Ulbricht for the fall of Silk 
Road. FBI agents seemed to corroborate these claims, explaining that only one month earlier the 
investigative team was moving to indict Karpeles for acting as administrator of Silk Road. 


(Frizell, 2015) 


Economic analysis 


An economic analysis of the types of crimes committed 


Ulbricht was found guilty of the following seven charges (York): 


o distributing or aiding and abetting the distribution of a controlled substance, 

o distribution/aiding and abetting the distribution of narcotics by means of the 
internet 

o conspiracy to distribute controlled substances (heroin, cocaine, LSD, 
methamphetamine) 

© continuing a criminal enterprise 


© conspiracy to commit or aid and abet computer hacking 


© conspiracy to traffic in fraudulent identity documents 


© conspiracy to commit money laundering 


The first three charges are very similar and relate to trafficking drugs which would be 
considered a nonviolent victimless type of crime. Although Ulbricht detailed selling psychedelic 
mushrooms on Silk Road in the early days of the website, the trial prosecution focused on the 
more serious drugs that were sold on Silk Road. There is clear evidence that large amounts of 
cocaine, heroine and methamphetamine were sold on the website but, beyond administrating the 


website, no evidence was presented to the jury connecting Ulbricht to the drugs being sold. 


In my judgement, the fourth charge, continuing a criminal enterprise, seems like a stretch 
in this case. The extent of the criminal enterprise seems to be Ulbricht and a few people he paid 
to help with technical issues and customer support. At another extreme we could imagine 
someone running a similar website on behalf of a criminal organization that also manufactures 


and smuggles drugs. In our analysis this is also a victimless crime for monetary gains. 


The fifth charge of aiding and abetting computer hacking relates to the sale of hacking 
software and services on Silk Road. By enabling the sale of hacking software, Ulbricht was 
committing a victimless crime for monetary gain. Similar to trafficking illegal firearms, there is 
no way to know what the end user will use the software for. Computer security researchers could 
purchase hacking tools to study them without intending to use them to commit any crimes. 
Conversely, enabling the sale of hacking services is not a victimless crime. A targeted hack can 
be a crime against property such as the theft of intellectual property or it can involve crimes 


against persons, for example blackmail. 


Like the other charges, the count of conspiracy to traffic in fraudulent identity documents 
was brought against Ulbricht because of the users on Silk Road, and not because he was 
personally involved in any of the various counterfeiting operations using Silk Road. Trafficking 
fraudulent identity documents is inherently a victimless crime for monetary gain since the 


purchaser may never use the documents. 


The prosecution did not allege that Ulbricht had personally laundered money, but that he 
had facilitated it because some of the items being sold on Silk Road included cash and gold. The 
prosecution successfully argued that because the transactions were made using bitcoin, Ulbricht 
was enabling a form of money laundering where sellers could cash out their profits anonymously 
receiving gold or cash for the bitcoin they earned from sales. I will consider this last charge also 


as a victimless crime for monetary gains. 


During the trial, the prosecution successfully argued that each of the crimes Ulbricht was 
charged with, were committed by him for monetary gains. In his defense, Ulbricht claimed that 
he built the Silk Road website to fulfill ideological aspirations rooted in libertarianism, in short 


he claimed that he was driven by psychic gains. (Ulbricht) 


An economic analysis of the rationality of the crime 


Operating Silk Road consumed Ulbricht’s time to the point where he had to hire other 
people to help run the website. The cost to Ulbricht was largely his time / opportunity cost, and a 


small monetary cost for computer equipment and extra staff. Before Silk Road, Ulbricht had 


several failed attempts at legitimate startup companies but did have a university education. He 


likely could have found gainful employment rather than pursuing his illegal marketplace. 


Ulbricht would not have any way of predicting the punishment he would have expected 
to receive if caught because his case was uniquely the first of its kind. When making his defense 
before the court, Ulbricht’s lawyer pointed out established legal precedent protecting service 
providers from being prosecuted for what users do with their service. For example, Ulbricht’s 
internet service provider was not charged for allowing him to user their service to commit his 
crimes. He had previously displayed his understanding of the law when homeland security had 
questioned him about a package mailed to him containing fake identification. Given this defense, 
one can conclude that Ulbricht may have believed his was largely protected from prosecution for 
simply being the administrator of Silk Road and any charges against him would be minimal. 
Ulbricht clearly made a conscious decision to build Silk Road for the purpose of trafficking 
illegal items and hired staff to help him, thus we can say this crime was rational and required 


considerable planning. 


Although there is some evidence that, in the beginning, Ulbricht was motivated by 
monetary gains from operating Silk Road. He used the website to find buyers for illegal 
psychedelic mushrooms he was growing at home. He also designed Silk Road so that he would 
receive a percentage of all sales made by other users. It is unclear however, whether Ulbricht was 
originally motivated by the prospect of Silk Road becoming a multimillion-dollar website 


specializing in hard drugs. 


In a letter to the court before his sentencing, Ulbricht claims that his original motivation 


was purely for psychic gain. 


“When I created and began to work on Silk Road I wasn’t seeking financial gain. 
I was, in fact, in fairly good financial shape at the time. I was head of a startup company, 
Good Wagon Books, that was growing and had potential. I held two degrees that could 
land me an excellent job I could fall back on should the company fail. I created Silk Road 
because I thought the idea for the website itself had value, and that bringing Silk Road 
into being was the right thing to do. I believed at the time that people should have the 
right to buy and sell whatever they wanted to as long as they weren’t hurting anyone 


else.” (Ulbricht) 


Punishment and justice 


Sentencing Dread Pirate Roberts 


On May 29, 2015 (Mullin, Sunk: How Ross Ulbricht ended up in prison for life, 2015), 
Ross Ulbricht was sentenced to two life sentences plus forty years without the possibility of 
parole. US District Judge Katherine Forrest handed the sentencing to Ulbricht who had already 
been held for 20 months at the time. At the sentencing Judge Forrest explained to Ulbricht “T 
have spent well over one hundred hours considering this sentence” “You don't fit a typical 
criminal profile. It's not TV or the movies in here. You're educated. You've got two degrees, an 
intact family, and 98 people willing to write letters on your behalf. And yet, we have you. And 
you are a criminal." (Mullin, Judge says Ulbricht’s “harm reduction” arguments are fantasies, a 


mark of privilege, 2015) 


The judge went on to counter Ulbricht’s attorneys attempt to claim that Silk Road had 
reduced drug related harms due to the transaction being taken off the street. "Poppies for heroin 
come from Mexico or Afghanistan” explained the judge. Judge Forrest also made reference to a 
Spanish doctor hired by Ulbricht to give users health advice in regard to recreational drug use. 
“Doctor X” would answer questions about the safety of doing a particular drug when the user 
had a health condition. Forrest referred to his advice as “breathtakingly irresponsible” indicating 
she was convinced that Silk Road had caused considerable harm even beyond the overdose 
victims brought before the court earlier in the trial. Clearly sentencing was not a simple decision 
for Judge Forrester, she gave a hint into her dilemma which had her considering the sentence for 
over one hundred hours. "Your case is without precedent. You are first.” she said. “For those 
considering stepping into your shoes, they need to understand, there will be very severe 
consequences. There must be no doubt that lawlessness will not be tolerated." (Mullin, Judge 


says Ulbricht’s “harm reduction” arguments are fantasies, a mark of privilege, 2015) 


Was the punishment justified? 


A constant problem when technology enables new crimes, is that there is no precedent by 
which to judge the crime. Silk Road was the first of its kind so there aren’t any other cases by 
which to consider the fairness of the punishment. One thing we can do however, is look at 


similar crimes and what sentences those convictions resulted in. 


In 2010 Mark Emery, a Canadian, was sentenced to five years in prison minus time 


served after being extradited to the United States from Nova Scotia. Emery was charged with 


conspiracy to distribute a controlled substance and conspiracy to commit money laundering. 

Over the course of his operation, Emery had sold millions of dollars’ worth of cannabis seeds by 
mail and online. After Emery’s arrest, an investigating agent working for the Drug Enforcement 
Agency in the U.S. explained “The tentacles of the Mark Emery criminal enterprise reached out 


across North America to include all 50 United States and Canada,” (Johnson, 2014) 


In 1976 an American Heroin kingpin named Frank Lucas was arrested and sentenced to 
70 years in prison, however he only served five years before being released due to becoming an 
informant. Lucas had smuggled millions of dollars worth of heroin into the United States directly 


from sources he established in Asia. (Editors, Frank Lucas Biography, 2014) 


Another notorious heroin kingpin and direct competitor to Frank Lucas was a criminal 
named Nicky Barnes. Barnes was sentenced to life in prison in 1978 and was released in 2007. 


(Editors, Nicky Barnes Biography, 2014) 


Ulbricht had no prior history of criminal activity and no history of violence. His 
Libertarian views romanticized about creating a website where anything goes, but he quickly 
found that even he had limits as to what was acceptable. There is no indication that Ulbricht was 
moving to manufacture toxic drugs like crystal methamphetamine or expand his “criminal 
enterprise” beyond the Silk Road marketplace, he even made efforts to hand over control of Silk 
Road to others in the community. It should also be noted that when Ulbricht was arrested, he 


was living with roommates and had a very modest lifestyle. 


In sentencing Ulbricht, Judge Forrest made it clear that she wanted to send a message to 


anyone else considering operating a similar illegal marketplace. In my opinion, Ulbricht’s 


sentencing was not justified, he was unfortunate to be at the forefront of a technological 


movement that changes the game in the war on drugs. 


Since Silk Road was shutdown, many alternative illegal marketplaces have been created 
to replace it and online illegal drug sales are more prevalent now than ever. It seems clear to me 
that deterrence through excessive punishment does not work in this circumstance, perhaps 


because of the possibility of multi million-dollar profits. 


Conclusion 


A summary of my research 


Over the decades, a variety of internet subcultures have proliferated, promoted 
antigovernment views, and flouted law enforcement. Ross Ulbricht’s crime grew out of the 
intersection of several. Ulbricht did not develop the TOR anonymizing network or it’s ability to 
host hidden servers. He did not invent the Bitcoin cryptocurrency, he did not start the internet 
psychedelic mushroom growing community, nor was he a founding member of the libertarian 
movement. Ulbricht, however, did subscribe to the some of the ideologies within these 
communities and had the skills and drive to put them all together. One could argue that 
Ulbricht’s crimes were predictable and inevitable. 3D printer technology is another example 
where it doesn’t take a genius to apply the technology to printing guns at home, but someone had 


to be the first to popularize it and become the focal point of law enforcement who may be 


struggling to deal with technological advances. I think this struggle against technology leads to a 


tendency to enact excessive laws and hand out excessive punishments. 


This particular case is just a glimpse of what kind of criminals might commit the same 
crime in the future. The Silk Road trial was widely publicized and even made into a full length 
movie, it is reasonable to conclude that terrorists and organized crime networks could be inspired 


to operate a similar marketplace after learning about Silk Road. 


Making sense of Ulbricht’s punishment 


I feel that the punishment in this particular case was excessive and not meant to fit the 
crime but rather to create a deterrent in an attempt to prevent others from operating a similar 


illegal marketplace. I can see at least two potential problems with this approach. 


First, the progression of technology means that operating a website like Silk Road will 
only get easier for anyone that wants to do it. The expected gains of operating an illegal 
marketplace could be millions of dollars, while the cost in doing so is only getting smaller 
putting it within reach of many more criminals. From a user’s perspective, Silk Road could be a 
gateway into more serious crime than recreational drug use. A person may visit the marketplace 
intending to buy drugs but be tempted to purchase more serious contraband like counterfeit 
currency or weapons. The libertarian perspective described on Silk Road would argue that 


trafficking such items is a victimless crime and that the law is incorrect. 


The second obvious problem is that Ulbricht was motivated by an ideology that opposes 


ideas like big government, excessive punishments, and infringements on personal choice. 


Punishments that are excessive could further entrench people in the belief that the law is wrong, 
the government is tyrannical, and should it be resisted. A similar argument is often used by anti- 
war demonstrators that argue when we go to war, we create a new generation of people that hate 
us and we will need to fight later in a never ending struggle. With this in mind, instead of 
pressing hard against non-violent drug users, a different approach of decriminalization may 


present itself as more humane and delegitimize radical social movements. 


Since Ulbricht’s trial, a copycat website was created and subsequently taken down by law 
enforcement. Silk Road 2.0 According to the Department of Justice, “Silk Road 2.0 was 
generating sales of at least approximately $8 million per month and had approximately 150,000 
active users” (Justice D. o., 2014). Thomas White was charged in the UK for operating the 


website and sentenced to four years and five months in prison. (Blake, 2019) 


Recommendations for improving social welfare. How we can reduce similar criminal 


operations 


The continuing advance of technology leaves law enforcement in a situation of always 
having to try to catch up with ever more sophisticated criminals. Advances in cryptographic 
technologies may bring about an era where some online crimes cannot reasonably be prevented 


through law enforcement. 


My recommendation would be for law enforcement to focus primarily on the people who 


are selling the illegal items. This may include devoting more resources to tracking the origin of 


packages that may be shipped from anywhere in the world, seeking increased cooperation with 


other jurisdictions, and improved package screening technology and protocols. 


One thing that the prosecution did not make clear during the trial was how they were able 
to gain privileged access to the server running Silk Road, leading some to suspect that law 
enforcement employed hacking techniques to bring it down. While this does provide an attack 
vector for investigators, the legality of such techniques is murky at best. This is because the 
nature of the dark web means that authorities will have no idea who owns the server or what 
country it resides in, which may mean it is outside of their jurisdiction. The conundrum is that 
they will have no way of knowing until they compromise the server whether their computer 


intrusion was legal or not. 


Recently, advancements in artificial intelligence have been used to track and monitor 
online darknet marketplace activity. (Rajawat, 2022). Further research in this area will likely 


prove invaluable to law enforcement in tracking organized crime online. 
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